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1. E104-BT5040UA$IEL T A,
2. nrf sniffer V3 0 EAEESCH, M0 7EH ME104-BT5040UA—AH ¢ T & I 3REL;
E104-BT5040UA' R P 4%$E: https://www. ebyte. com/product—view—news. html?id=1206
3. BT %Py thon 3. 6B EARAS, [RINFPy thonds INBFAEAS S | !

L. nrf_sniffer V3 0 SCFHRIH

EFF

B8 exteap_bkazip

% | nRF Sniffer BLE_UG v3.1.pdf

B8 nrf sniffer_for_bluetooth_le_3.0.0_..
L# python-3.6.7-amd64.exe

M Wireshark-win64-3.4.0.exe

nRF Sniffer BLE UG v3.1.pdf — Z2ZEIHFM &/ arfidds thF Mt AT 23
nrf sniffer for bluetooth le 3.0.0 129d2b3.zip — Wiresharki@ff%F
python—3. 6. 7-amd64. exe — PythonZ&fl

Wireshark-win64-3.4.0. exe — WiresharkZZ3&4

extcap bk.zip — ANt

2. WEEedE
2.1 Z¥EWireshark

A) XifiWireshark-win64-3. 4. 0. exe

=

B8 extcap _bk.zip
#| nRF Sniffer BLE UG v3.1.pdf

B3 nrf sniffer for bluetoath le 3.0.0....
Ua python-3.6.7-amd64.exe
M Wireshark-win64-3.4.0.exe

B) A iiNext

Welcome to Wireshark 3.4 0 64-bit
Setup

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Next' to continue.

[tz | | concel

C) AfiNoted
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D) s fiNext

E) A iiNext

F) fithiBrowse. .., #EFZIHERKSE, HfiNext.

M Wireshark 3.4.0 64-bit Setup -
License Agreement
Please review the license terms before installing Wireshark 3.4.0 64-bit.

X

Wireshark is distributed under the GNU General Public License.

CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AMND OM ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
ISTRICT
LIABILITY, OR TORT (NCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAy
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

This is not an end user license agreement (EULA). Ttis provided here for informational
purposes only.

Tnstaller ; ,{

Noted ‘. Cancel

M Wireshark 3.4.0 64-bit Setup -

Choose Components

X

Choose which features of Wireshark 3.4.0 64-bit you want to install. ‘

The following compenents are available for installation.

Select components to install:

Wi
Tshark
Plugins & Extensions
Tools
Documentation

Description
Space required: 199.4MB

description

i

Installer /

Ml Wireshark 3.4.0 64-bit Setup -

Additional Tasks

X

Create shortauts and assodiate fle extensions. ‘

Create Shortculs

Wireshark Start Menu Ttem
ireshark Deskton Teon!
\Wireshark Quick Launch Tcon

Associate File Extensions
[ Assodiate trace file extensions with Wireshark

Extensions include 5vw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, Icap,
mplog, out, pcap, pcapna, pklg, pkt, rfS, snoop, syc, tpc, tr1, trace, trc,

war, Wpc, and wpz.

Wi

GE: PRAL AR AE e 8o R D

Ml Wireshark 3.4.0 64-bit Setup

Choose Install Location

x

Choose the folder in which to install Wireshark 3. 4.0 64-bit. ‘

Choose a directory in which to install Wireshark.

Destination Folder \

|D:\soft\W\reshark\ | E Browse. .. ]

Space required: 199.4MB
Space available: 84.6 GB

L]

<Back | MNext» | | Cancel
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G) A iNext

H) i Install, JFah 203

1) s iiNext

D) EiFinsh, SERKZEE

3T, 10 m

X

M Wireshark 3.4.0 64-bit Setup =
Packet Capture
Wireshark requires either Npcap or WinPcap to capture live network data, ‘

Currently installed Npcap version
Npcap 1.00

Install
Instal Npeap 1.00

Get WinPcap
Learn mare about Npcap and WinPcap y

X

M Wireshark 3.4.0 64-bit Setup -
USB Capture
USBPcap is required to capture USE traffic, Should USBPeap be installed ‘
(experimental)?

Currently installed USBPcap version

Install

{Use Add/Remove Programs first to uninstall any undetected old LUSBPcap versions)

Important notice
In case of issue after installation, please use the system restore point created or read

hittps

lgithub com/desowin /usbpcap/fissues/3

M Wireshark 3.4.0 64-bit Setup

Installation Complete
Setup was completed successfuly. ‘

Completed

Extract: rawshark.exe ~
Extract: rawshark.himl

Output folder: D:\soft\Wireshark

Extract: mmdbresolve, html

Output folder: D:\soft\Wireshark

Extract: mmdbresolve exe

QOutput folder: D:\soft\Wireshark

Exiract: user-guide.chm

Extract: fag.html

Completed =

M Wireshark 3.4.0 64-bit Setup -

Completing Wireshark 3.4.0 64-bit
Setup

Wireshark 3.4.0 64-bit has been installed on your computer.

Click Finish to dlose Setup.

[8how News
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2.2 ZIEWireshark ¥ ER¥ FR TG4
2.2.1 ZHWireshark S EB I RAE

A) FTHF Wireshark, Sidi#iBh > KL FWireshark (A)

M Wireshark [J4551es - o X
XiF) @REE MEV) BEG) RO SR FH)  mBEY) B&EW) TRM  FEEH) ‘
a4 m ® RE R s=h o5 eaaH WE(Q) Fl
D= ou o S - 5
L] v Device |AIINAGVERtiSing deVioesIN Passkey / OUB key agy Ml R 3 Defaults Log
=R
A 2 (IEFe)
XIQEF Wireshark &
EIIEIS A Wiki
AL (BB ALEE egxmfl LEEEY
: Check for Updates...
AR 9 —
WLAN J— XF Wireshark (A)
AIpERE 2 —_—
EARBIEE J—
AU 10 N
FIBIERE 8 J—
LIAR 3 _
FIERE 1 J—
Adapter for loopback traffic capture ___
#3
User’s Guide - Wiki < Questions and Answers - Mailing Lists
TEAESEAT Wireshark3. 4.0 (v3. 4. 0-0-g9733173cabe) . BEE AN EH -
7 O EImREEE || s HE: Profile nRF Sniffer Bluetooth LE

B) A, #EFEGlobal Extcap path, X D:\soft\Wireshark\extcap

N B H SRSk

(7. IR NWireshark k2235 4 45) , #

M 5F Wireshark

Wireshark

fE R

g B WA

Personal Extcap path
Global Extcap path
MaxMind DB §&{2
MaxMind DB %
MIB/PIB 1%

E=1 fva=1 bidhat

A SHEAE C:\Users\ Documents\ s e

i C\Users\™ .»\AppData\Local\Temp FoATRRIRRS

DAEE C\Users\ 2 AppData\Roaming\Wireshark dfilters, preferences, ethers, ...
2ERE D:\soft\Wireshark dfilters, preferences, manuf, ...
=2 D:\soft\Wireshark ethers, ipxnets

EF D:\soft\Wireshark BRI

MNIEH C:\Users AppData\Roa...ng\Wireshark\plugins\3.4 it

2EEE D:\soft\Wireshark\plugins\3.4 ZisthE

ANA Lua & C\Users | AppData\Roaming\Wireshark\plugins  lua #i&<

25 Lua &t lua Bz

D:\soft\Wireshark\plugins
"

xtcap EHEREEZE

Extcap fEHEREERZ
MaxMind DB #iREIE 7%
MaxMind DB #iBEHE R
SMI MIB/PIB #&5H&/Z

C) W3 SO 45 DL 22 3 B A extcap ST e

H#nrf sniffer V3 0 E4afl 3 fnrf sniffer V3 0\nrf sniffer for bluetooth le 3.0.0 129d2b3\extcap K]

G

%4 T, 3L 10 W
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< nrf sniffer for bluetooth le 3.0.0129d2b3 » extcap v o

£5

SnifferAPl

e sniffer_ble.bat
A nrf sniffer_ble.py
U nrf sniffer_ble.sh

requirements.txt

B SCEREGEE D \soft\Wireshark\extcap F, B4 AWireshark )23z,

> FRE -

z

w®

Data (D) » soft » Wireshark » extcap v O T extcap FEE

SnifferAPI

T nef_sniffer_ble.bat

& nrf_sniffer_ble.py
nrf_sniffer_blesh
requirements.txt

D) fE 2 AR B VB Aemd,  SRJ5 il [P 424, 1E AWindows 4T TR

SrifferAPl
orf_sriffer_ble.bat

& nrf_sniffer_ble.py

e siffer_ble.sh
requirements.txt

E) ZEWindowstr 24T TE%I N nrf sniffer ble.bat —extcap—interfaces,

TEPR:

[

# Acmd

il EgE . ATLLE R RIIFAE, KELT

7= Command Prompt

E SR E T — AN R,
2.2.2 Zirequirement. txt

A) FE 2R ERAT B

iE I FPython 3/& A 1f

ble.bat —-extcap-interfaces

ireshark\extcap>nrf_sniffe
] for Bluetooth LE}({help=https

1) (display=nRF Sniff /wwmnordicseni.com/Software-and-Tools/Development T
th-LE)
nRF Sniffer for Bluetooth LE CO
e {toolti, t}
digit tempo

08 16 byte Ou
entered key is shorter than 1

will be zero

nd (00B) key in hexadec
in front’ }{validatio|

key or
es, it

ing} { sskey
big endian format. If the
£A-F1{ }

default=3

a {tooltip=Advertising channel hoj
channels are 3

38 and 39 separated by comma.}{

}rol.

help){display
utton}{role= }{d

P Aemd, SRJ5 i B 22, JEAWindows fir 44T LA

pisoftWiresharkiextcar]

SnifferAP!
= e sriffer_ble.bat
4 nef_sniffer_ble.py

nrf_sniffer_ble.sh

requirements.txt

s

% 5 U, It

R

N\ cmd
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B) fEWindowsfy 247 T B th%# Apip3 install —r requirements. txt, Adr[EIZEHE, LLNEE ERrequirements. txt &5

Ry BEAFFEER, ARG AREATIRE

B CAWindows\System32icmd exe

2.3 fEWireshark s IHAC & SCAF, A (H R 35 F LEF nRFR R A8 18 5 IR 04k

A) #TFF Wireshark, Sidi#iBh > T Wireshark (A)

M Wireshark RI4551es - o X
XHE  REE HEV) BEG) BERO  SA) G mIEyY) F&EWw) TRM  #H) €
a ® XE ] =5 Eaaan HWEO F1
UEEESRE R [ - L
#0 v Devic s Ml FR3E o Defaults !
=R
A = (AEFE)
WDAER Wireshark &
ITEIS A Wik
ezt (A T IR
. Check for Updates...
e _
WLAN _ SF Wireshark (A)
AR 2 —_—
MBI —_—
AU 10 —_—
FIBIEE 8 J—
LAKR 3 f—
AIIEE 1 J—
Adapter for loopback traffic capture ___
Guide - Wiki - Questions and Answers -+ Mailing Lists
Wireshark3. 4.0 (v3. 4. 0-0-g9733¢173cabe) . BE% 1N B
R IR F5HA BE: Profile nRF Sniffer Bluetooth LE
3 0 2 y
B) i FE N NBCE T, Mliigis, #EANRCE R
M %F Wireshark X
Wireshark  fE& = XXHE i taER Bl HA
=t fiva=s f::Sadhea
" ISEIE Ci\Users\ Documents\ Rt
5 C:\Users\ AppData\Local\Temp TohRRRHEA A
\Users' AppData\Roaming\Wireshark _ : dfilters, preferences, ethers, ... ]

S D:\soft\Wireshark

MaxMind DB ##&  C:\ProgramData\GeolP
MaxMind DB f&f&  C:\GeolP
MIB/PIB &2

6, k10 m

dfilters, preferences, manuf, ...
5 D:\soft\Wireshark \ ethers, ipxnets
=2 D:soft\Wireshark EF
NANIE C:\Users' AppData\Roa...ng\Wireshark\plugins\3.4 —#$liEH
ESSiEts D:\soft\Wireshark\plugins\3.4 T
A Lua &4 Ci\Users\ AppData\Roaming\Wireshark\plugins ~ lua iz
2 Lua §&4 D:\soft\Wireshark\plugins [VEY: %N
Personal Extcap path C:\Users' \AppData\Roaming\Wireshark\extcap Extcap J&IHERERE
Global Extcap path  D:\soft\Wireshark\extcap Extcap fEIHERERE

MaxMind DB #iREEERKEZ
MaxMind DB $iERESRIE
SMI MIB/PIB 838812

IR i B AR BUA R A R . T R IR A R T
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C) Efflnrf sniffer V3 0 > nrf sniffer for bluetooth le 3.0.0 129d2b33 4 FHJProfile nRF Sniffer Bluetooth LE
.

nif sniffer V3.0 > nrf sniffer for bluetooth le 3.0.0 129d2b3 » v © 2 o sniffer for bluetooth le 3.00 129d2b3 HEE
EH #HEn am Fih

doc 2022112/7 1152

extcap 2002112/7 1152

hex 202212/711
| Profile_nRF Sniffer Bluetooth LE 2022/12/7 11:52 |

LICENSEtxt 2019/12/5 1410 ZKB \

release_notes.txt 201911245 14:10 4KB

D) #¥Profile nRF Sniffer Bluetooth LEXCAHJekbNG 245 08B) i N B i fiprofiles 3K 32 F

| AppData > Roaming > Wireshark > profiles » Jeme v © ) 7 profiles et
& =) i) Xl
Profile_nRF_Sniffer Bluetooth LE 2022/12/7 927 T

E) fEWiresharkH', %#¢ “%W%H > Configuration Profiles...” .

P REE WEV) G KO HA) HHS) MBIy F&EW) TRM  HH)

aAm g8 S aaqr
WEm: Q EHRHAP).. Ctrl+F =)+
BRT—NN) Ctrl+N
#r B L) Ctrl+B 00B key Adv Hop Help Defaults Log
Mark/Unmark Packet(s) Ctrl+M
INEATRERISE Ctrl+Shift+M
Unmark All Displayed Ctrl+Alt+M
T—iwie Ctrl+Shift+N
Hi—riE Ctrl+Shift +B ) |ammazn-
Ignore/Unignore Packet(s) Ctrl+D
BEEAAENISE Ctrl+Shift+D
Unignore All Displayed Ctrl+Alt+D
RE/AVEIRE HESE Ctrl+T
EUHREERESE Ctrl+Alt+T
TAfiae® Ctrl+AltiN
A% Ctrl+Alt+B
RIS, Ctrl+Shift+T
DEFR... Ctrl+Alt+C
ERFTESEER
Configuration Profiles... Ctrl+Shift+A
gﬁm@;ﬂ ‘‘‘‘‘ . C"i:ih'mp * Mailing Lists
IEFEIZAT Wireshark3.4.0 (v3.4.0-0-g9733f173eabe). &R EAIHHT.

=t =3t || Esa || - Profile nRF_sniffer Bluetooth LE

F) #%&$%Profile nRF Sniffer Bluetooth LE, 70K

M Wireshark - ECE ST X
Search for profile -+ | |All profiles o
Profile Eisl
Defa BEIA
Profile nRF Sniffer Bluetooth LE
Bluetoot! oba
Classic Global
No Reassembly Global

+ || =] [m C: \sers|! MJWMWM i

EAN - B - Cancel Help

2.4 EEMFLE
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A) ¥4E104-BT5040UARHudE FHK, T Wireshark T H, Sk (0), S MiFrEOpE

B) XXt iz A

C) HF iR A

Ml Wireshark R4 a8 =] X
STHF)  RERE) ME(V)  BEEG) KO SRA) SHS) REY)  EHRW) TEM  EH)
Ami@ TRE ] @ HwmEO.. Culik & & KF
T e M FHES) Cri+E -]+
- f5)E
ot ool Device [All sdverti B T SR Adv Hop |37, 38,39 Help Defaults Log
& EERAEER CtritR
TR IEE(F)...
DR Wire:  WEECAR  F5 &‘
LIRS
TR -] emmEEO~
y et
AR 1 -
Adapter for loopback traffic capture
® nRF Sniffer for Bluetooth LE COMS
B
User's Guide - Wiki - Questions and Answers - Mailing Lists
IEZEEAT Wiresharkd. 4.0 (v 4. 0-0-g9733f173cade) ME A EH.
7 EEEEMRREE x5 | ER: Profile_nRF_Saiffer Bluetooth LE
TEHF) RIEE  WEM BEEH6) REKC)  SHA) FINS) BEY) EB&E0W) TEM B\
Adm i@ TR Ae=FTFLEEQAQan
(M[EmETiTeE - « -]+
0 COM5 v Device All advertising devices ~ Passkey / 00B key Adv Hop |37, 38,39 Help Defaults Log
-] BEAEES
S
Fidigig 10
FIBEE B
BIER 3 PRSI NSRS U RS BN M
B 1
Adapter for loophack traffic capture o~ A
@ InRF Sniffer for Bluetaoth LE COMS |
2]
User's Guide - Wiki - Questions and Answers - Mailing Lists
IETEEIT Viresharkd, 4.0 (3. 4. 0-0-g973301T0ease), B F ATV E .
Tl || BH: Profile_nRF_Sniffer_Bluetooth_LE

et 2350050 £
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£ TEEH3K nRF Sniffer for Bluetooth LE COMS - o x
XD WEE BNV G BRO oA S#iHe) BEY) REW) IRO  #EH)
Amge R Re2FL3s =EQaQAQHE
e =)+
O 05 v Device AL advertising devices ~ | Passkey / 00B key Adv Hop [8,39 Holp Defaults Log
No. Time Source PHY Protocol _Length Delta time (ks end to start) SN NESN ~
27927.833  16:1a:59:7a:96:a5  LE 1M LE LL 37 191ps
2793 7.834  16:1a:59:7a:94:a5  LE 1M LE LL 37 194ps
2794 7.835 c1:0c:0a:02:59:33  LE 1M LE LL 37 873us
2795 7.836  ¢1:0c:0a:62:59:33  LE 1M LE LL 37 347us
2796 7.836  c1:0c:0a:02:59:33  LE 1M LE LL 37 346ps
2797 7.841  4c:ca:9f:59:4e:76  LE 1M LE LL 23 4894ys
2798 7.842  4c:ca:9f:59:4e:76  LE 1M LE LL 23 368ps
2799 7.842  4c:ca:9f:59:4e:76  LE 1M LE LL 23 368us
2800 7.843 cc:b5:dl:2e:be:2d LE 1M LE LL 12 148ps
2801 7.844  4c:ca:9f:59:4e:76  LE 1M LE LL 6 151ps
2802 7.849  36:6a:6C:56:7d:12  LE 1M LE LL 37 5697us
< >

> Frame 1: 63 bytes on wire (504 bits), 63 bytes captured (504 bits) on interface wireshark_extcap3176, id @
> Nordic BLE Sniffer
> Bluetooth Low Energy Link Layer

000 @5 38 @0 02 18 ff 06 @a @1 26 4d 60 @0 b3 @b 00 “BMeee
710 @@ d6 be 89 8e 42 25 22 99 81 45 dd 3c le ff 06 L b
00 01 @9 20 02 45 ec 73 87 1f 11 7c 31 8d d2 ce - ce1-.
3a 9e @d f4 86 3a c9 13 07 a8 da 98 8e 3 fd e R

@ 7 ¥ Sniffer for Bluetooth LE COMb: <live capture in progress> Sh: 2802 - ELER: 2802 (100.0%) || AIE: Profile nRF Sniffer Bluetooth LE

2.5 Wireshark & O Jofi SR i v 77 12

FIRR: 74T IFWireshark, RIBE O OFIE, X B D5, & DRSS, ail DOR PR

A) FTHnrf sniffer V3 0, fifEE4Gextcap bk. zip X, Hifilextcap bk 43¢ R KJUART. py Ao

> rrf_sniffer V3.0 > nrf sniffer V3.0 > extcap_bk U O % extcap bk iEH
i ERR ) M HE =8 FKih
l & UART.py 2022/12/7 9.22 Python File B KB |

B) B CAHUART. py i ZED: \soft\Wireshark\extcap\SnifferAPI (y%: IR AWiresharkZ3EA) , A B Hbrd
IS (R, Se e, FRRGEMASSC2. 2. 1551 D)BBR A1 B)BUE, WLl 2. 41 b BAEMFLEIE, W &5

> gLl > Data (D) > soft of Wireshark > extcap > SnifferAP! v o

= Hh
_pycache _ 1405

A _init_py 20 0 KB
4 CaptureFiles py a2 DEHBHIHE - x |
g Devicasey TEFEH 1 ATAEN, exteap bk S Snifferap| B
& example.py ” KB
B e iy BiREEa—MEA UART py 831 P
# Exceptins.py KB
# Loggerpy v R BRFRIHR) -l®
& myMersion.py R~
@ Notifications py 9 Hhadizs(S) KB
3 packetpy X
B siiferay & HRFASHHIAR(C) X5
4 SnifferCollector.py .|k
3 UARTpy o 5
3 Version py REEER KB
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RTEAN

YEEIREL . 4000-330-990 NEIHIE: 028-61543675
Fi AR Fr: support@cdebyte. com B 7ML www. ebyte. com

w1148 S T T G X PG (XK 199 5 B5

() EMZERRFRBEARAA

EBYTE Chengdu Ebyte Electronic Technology Co.,Ltd.
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